""We can't solve problems by using the same kind of thinking we used when we created them."" (Albert Einstein)
Zaj-alapu informacio technologia?

L.B. Kish
Department of Electrical and Computer Engineering, Texas A&M University, College Station

"A zaj-alapu informacio technologia egy fiatal terulet, ahol az informaciot sztochasztikus folyamatok statisztikus
tulajdonsagai vagy pillanatnyi amplitudojanak egy referencia folyamattak valo koincidenciaja hordozza. A tema
2005-ben lett eloszor felvetve adatatvitel kapcsan, es az elso eredmenyek " "nulla jel-energiaju adatatvitel"" es
""abszolut biztonsagos adatatvitel"" volt, melynek a Kiserleti demonstralasa Szegeden tortent 2007-ben. A kovetkezo
attorest a " "zaj-alapu logika"" jelentette 2009-ben, melyet az agy jeleinek veletlen jellege inspiralt es a kvantum
szamologepekhez hasonlo tulajdonsagokkal redelkezik: a logikai allapotok szuperpozicioja is megengedett allapot,
mely a hordozott informacio tartalom exponencialis novekedeset jelenti. A szeminarium rovid attekintest ad a tema

egy-egy teruleterol.
http://www.ece.tamu.edu/~noise/research_files/research_secure.html

http://www.ece.tamu.edu/~noise/research_files/noise_based_logic.htm
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Noise-based informatics:

1. (more generally): Sensory information
2. Communications

3. Logic ad computing
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Example for classical sensing: Resistor Thermometer

R U=1R(T) C{)
(M

 We need to know the R(T) function.

e We need to provide the accurate driving current |.

e We are heating the sensor during the measurement and that causes errors.
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Example: Thermal noise thermometry in practice

A4

[ o S.(f)=4KTR
(T)

e We do not need to know the R(T) calibration function.
e [tis enough to measure the actual R.
e  We still need to provide the calibrated driving current | for the R - measurement.

e  We are still causing an error by heating; however this error can strongly be
reduced by using a resistor material of resistivity of virtually independent of
temperature.
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Thermal noise thermometry from first principles

N
7/

[ o S.(f)=4KTR

m R=+/S,/5,

/ ‘I VSuSl
vio g _ 4kT = 4k
: =25

1. We can determine the T and R(T) from the above equations.

2. Thus, we do not need to know the function R(T).

3. No heating because no external bias current is needed. Least perturbation of the system.
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Fluctuation-enhanced chemical sensing.
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Taguchi gas sensors.

Taguchi sensors are heated semiconductor-oxide films where the resistance of the inter-grain
junctions is modulated by the adsorbed agent which act as doping.

[ i
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(b) Band model

Stochastic microscopic fluctuations are generated in the junction resistance due to the
diffusion of agents along the grain boundaries.
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Lab Demo Prototype of Fluctuation-Enhanced Sensing
(Fluctuation and Noise Exploitation Lab, TAMU)

Preamplifier and Signal Conditioning,
Filters AD Conversion

( Statistical Analyzer,
Pattern Recognizer,
Pattern Databank,
Output Display,

| Keyboard Control

Gas Sensor Sensor Driver and Classical Signal Output
Chamber Signal Distributor (Single Number)
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Normalized power spectra of the Taguchi sensor SP11 in sampling-and-hold-mode.
The alias ""Anthrax' stands for anthrax surrogate Bacillus subtilis.
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simple way of binary and analog pattern generation
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binary fingerprints of bacteria

1.0 -

B TSA+E. coli
1.0 - TSA+Anthrax

100~333 0333~1k  1~33K 3.3~10k 10~33k  33~100k

Frequency (Hz)

Generating binary pattern from the power spectra (sampling-and-hold, SP11).
The alias ""Anthrax' stands for anthrax surrogate Bacillus subtilis.
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Noise-based communications

Collaborators (failed attackers are not included)
(alphabetical order):

Zoltan Gingl (Univ. Szeged): experimental demo;

. . . Ny Teknik, 2005
security; cracking the Liu cypher

Om sanmma matetind s x
sdredare och mettagane
abakippenden o

Tamas Horvath (Fraunhofer IAIS and Univ. of
Bonn): security and privacy amplification

Robert Mingesz (Univ. Szeged): experimental Sttt i
demo; networks, security

New Scientist, 2007
Alice and Bob communicate securely along a fixed line by randomly choosing which resistar to use.

If bath choose high resistors, a high level of noise is produced on the line. If both choose low resistars,

the noise level is low. In both situations the communication is void. However, half the time Alice

Ferdlnand Peper (NICT Kobe Japan): recent Survey and Bob will choose different resistars, producing an intermediate level of noise on the line. When
’ ’ that happens, a bit of information is sent, as Bob knows Alice must have chosen the other resistorto his
including power lines

. . . BOB
Jacob Scheuer (Tel-Aviv Univ.): attack, correcting o
their error of factor of 1000; privacy amplification
High Low Low High
resistance resistance resistance resistance
RESISTORS RESISTORS
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Pre-history:

L.B. Kish, "Stealth communication: Zero-power classical communication, zero-quantum quantum
communication and environmental-noise communication", Applied Physics Lett. 87 (December 2005),
Art. No. 234109
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Introduction:

"Stealth communication: Zero-power classical communication, zero-quantum quantum communication and
environmental-noise communication", Applied Physics Lett. 87 (December 2005), Art. No. 234109

Classical and quantum communication today: the sender emits signal energy




Introduction:

IS it possible to do communication without emitting
signal energy Iin the information channel?

(Ask around and, most probably, you will hear consistent "no" answers"...)
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Introduction:

IS it possible to do communication without emitting
signal energy In the information channel?

The answer I1Is YES
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Introduction:

"Stealth communication: Zero-power classical communication, zero-quantum quantum communication and
environmental-noise communication", Applied Physics Lett. 87 (December 2005), Art. No. 234109

Zero-Signal-Power Classical Communication

CHANNEL
SYSTEM

IN THERMAL

EQUILIBRIUM

SENDER | RECEIVER
MODULATING A

4l\
PARAMETER B MEASURING

CONTROLLING THERMAL NOISE
THERMAL NOISE
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Introduction:

"Stealth communication: Zero-power classical communication, zero-quantum quantum communication and
environmental-noise communication", Applied Physics Lett. 87 (December 2005), Art. No. 234109

Zero-Quantum Quantum Communication

CHANNEL
QUANTUM
SYSTEM IN
GROUND STATE
SENDER RECEIVER
MODULATING A N MEASURING
PARAMETER —l/ AND ANALYZING
CONTROLLING ZERO-POINT
ZERO-POINT FLUCTUATIONS
|_FLUCTUATIONS
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Introduction:

"Stealth communication: Zero-power classical communication, zero-quantum quantum communication and
environmental-noise communication", Applied Physics Lett. 87 (December 2005), Art. No. 234109

Bandwidth-based method (for wires)
Classical: (kT>>h/(RC))

Quantum: (kT<<h/(RC))

SENDER
® c, | mo
B 1
()
@ >
_L_ To channel
—_— () Ground
(7) 2
RECEIVER
From channel NOISE Output
> ANALYZER [ ”
-
Ground

AlM
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"Stealth communication: Zero-power classical communication, zero-quantum quantum communication and
environmental-noise communication", Applied Physics Lett. 87 (December 2005), Art. No. 234109

Reflection-based method (for waves)

SENDER RECEIVER
‘3:_
2 2T
®. -
@ >
S TX Y
®
R, Ry
Y DELAY LINE
RECEIVER
> CORRELATOR |-O¥TPUT
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Introduction:

Secure communication via the internet by encryption

Secure key Secure key
(shared by A & B) (shared by A & B)
A (Alice) B (Bob)
Eavesdropper (Eve)

Communicator, Communicator,
Cipher Cipher

< >

Encrypted information

The eavesdropper (Eve) does not have the secure key thus she is unable to decrypt the information.

* But how to share the secret key securely through the line when Eve is watching?
o The sharing of the secret key is itself a secure communication.

o Itis not secure, only "computationally secure". The condition is that Eve's computing
hardware and]/or her algorithm is not significantly more advanced than that of Alice and Bob.
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Introduction:

Generic quantum communicator scheme (for quantum key distribution)
(until 2005, about $1 billion/year research funding for quantum informatics)

A (Alice) B (Bob)
Quantum Dark" optical fiber Quantum
P —————————
communicator communicator

< >

Single photons carry single bits

Actually, one photon effectively has less than a bit information due to noise in the detection, channel and detector.
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Introduction:

Generic quantum communicator scheme (for quantum key distribution)

Base of security: quantum no-cloning theorem: copies of single photons will be noisy.
After making a sufficient error statistics, the eavesdropping can be discovered.

Classical, public channel

A (Alice) Single photons carry single bits B (Bob)
Quantum Quantum
communicator communicator

A Extra noise is introduced when
the cloned photon is fed back.

Eavesdropper |
(Eve)
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Introduction:

Generic quantum communicator scheme (for quantum key distribution)

Base of security: quantum no-cloning theorem: copies of single photons will be noisy.
After making a sufficient error statistics, the eavesdropping can be discovered.

TO DISCOVER THE EAVESDROPPING WE NEED TO BUILD AND EVALUATE A STATISTICS!

Classical, public channel

A (Alice) Single photons carry single bits B (Bob)
Quantum Quantum
communicator communicator

A Extra noise is introduced when
the cloned photon is fed back.

Eavesdropper |
(Eve)

A " Texas A&M University, Department of Electrical and Computer Engineering



Introduction:

Some practical problems at the conceptual level

Conceptual weakness of quantum communication is the need of making a statistics to discover the eavesdropping.
One-time eavesdropping on a single photon cannot be detected. This is called information leak. In practical
realizations, even in the idealized case of ideal single photon source and no detector or channel noise,

at least 1% of the raw bits can be extracted without a reasonable chance to discover the eavesdropping.

THE EAVESDROPPER CAN HIDE IN THE NOISE AND COLLECT INFORMATION.

A (Alice) Single photons carry single bits B (Bob)
Quantum Quantum
communicator communicator

Detection noise (inherent)
Channel noise (practical)
A Detector noise (practical)

Eavesdropper
(Eve)

Solution (by Ch. Bennett): Privacy Amplifier (classical information software-tool) to make a short, highly secure
key from a long poorly secure key. This can reduce the information leak by orders of magnitude.
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Heretic question back in 2005

Is it possible to do absolutely secure communication with
classical information?

(When we asked it around, we had heard consistently "no" answers...)
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Even more heretic question back in 2005

Is it possible to do totally secure communication with classical information,
such as voltage and/or current in a wire?
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Basic idea: resistor loop (Kirchhoff loop): secure key generation and sharing

Possible loop resistance R, values: R,,,= 2*Rg, 2*R, , Rg+ R,

NOTE: THIS CIRCUIT MUST BE THE CORRECT MODEL OF THE SYSTEM OTHERWISE THE SYSTEM IS NOT SECURE!

Information channel
(wire)
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Basic idea: resistor loop (Kirchhoff loop): secure key generation and sharing

Possible loop resistance R, values: R,,,= 2*Rg, 2*R, , Rg+ R,

If the Eavesdropper was only passively observing and Alice and Bob could publicly measure the loop
resistance without uncovering the location of the resistors then secure communication could be

established in the mixed state: _ _ _
RB — RIoop B RA , RA — RIoop B RB
_____________________________ ..Re
i Information channel Communicator B i
; (wire) E |
E Eavesdropper i E
R Rs Ry
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2148

CRYPTOGRAPHY

Simple Noise May Stymie Spies Without Quantum Weirdness

With the grand ambition of sending unbreak-
able coded messages, some physicists are using
exotic wols—streams of individual photons
and quantum mechanics—io shut out prying
eyes. Buta wire and a few resistors may comvey
a message as securely, says a physicist who has
devised a simple and—he claims—uncrack-
able scheme. The idea shows that “classical”
methods might compete with budding “quan-
tum cryptography,” others say. “I believe in

i # ! gt | §#
b " § - b
stealth technology. A simple wire and resistors
may send data securely.

30 SEFTEMBER 2005 WOL 309 SCEMCE

beantifil and simple ideas, and this is one of
them,” says Mnos Bergow, a thearist at Hunter
College of the City University of New York.

Take the hypothetical secret sharers, Alice
and Bob: They transform a message into
binary numbers and use a numerical “key™—
a secret string of random 0% and 1 5—to
scramble and unscramble it. Quantum crypto-
graphy allows them to pass the key under the
nose of an eavesdropper, Eve, because she
cannot measure the condition of a particle
without affecting it. So if Alice and Bob
encode the key in individual photons, Eve
cannot read it without revealing herself.

But Alice and Bob might do justaswell by
measuring the electrical noise on the ends of a
wire, says Laszlo Kish of Texas A&M Uni-
versity in College Station. In Kish’s scheme,
Alice and Bob have two resistors each, one
with a big resistance and one with a small
resistance. Each randomly connects one resis-
tor or the other between his or her end of the
wire and ground and measures the voltage
between the wire and ground.

Omn average, that voltage is zero. But elec-
trons in the resistors ji ggle about with thermal
energy, so the voltage fluctuates, and the size
of the fluctuations, or * Johnson noise,”
depends on the resistances Alice and Bob
choose. If both use the large resistance, the

Pundalis red! by AR S

fluctuations will be big. If both use the small
resistance, they will be small. And if one uses
large and the other uses small, the noise takes
an intermediate value.

Eve can measure the fluctuations, too, But
when the noise is at its intermediate level, she
cannot tell whether Alice or Bob has chosen
the large resistance unless she injects a cur-
rent, which will reveal her presence, as Kish
describes in a paper posted on the Web site
wwwarxivorg and submitted to the journal
Physics Letters A. So Alice and Bob can use
the large-small pairs to generate the key.

Making the scheme work over long dis-
tances may not be easy, says Weston Tew, a
phwsicistat the National Institute of Standards
and Technology in Gaithersburg, Maryland.
And Bergou notes that if the wire itself has a
sizable resistance, then the flucmations should
be slightly larger on the end with the large
resistance, a fact Eve might exploit if she spies
on both ends at once, Still, today’s quantum
technologies only approximate the uncrack-
able ideals, and Kish’ idea suggests that sim-
pler schemes might match their performance,
says Julio Gea-Banacloche, a theorist at the
University of Arkansas in Fayetteville. “The
maore | think about it” he says, “the more |
think that within limits it s workable.”

=ADRian CHO

wiww.sclencemag.org

TS [TC TO BOTTOME M, MAKEPIM ET AL, SONCE PHOTODISC RILEGET TY MAGES

.
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{Sender)
Sdndare

Nar sandaren valt det stora

motstindet och mottagaren
det lilla signalerar det "1%,
Om valen ar det motsatta
blir det "0".

Om samma motstand vaits av
bade sindare och mottagam
sf skippas den
signaleringen.

Grafik Ingemar Franzén/Ny Teknik

Jan Melin's report
Swedish technical magazine “Ny Teknik”, February 8, 20006.
http: /fvwwayteknik.se/pub/ipsartaspart_id=44475

{Receiver)

Mottagare

Maottagaren ser pd mitaren att
sandaren valt ett annat mo!sténd
och vet da vilket det &r. ;

Strimmen som anvinds
fér signaleringen kommer
fran motstanden i sig dar
elektronernas varmerdrelse
generar en brusstrém vars
styrka ar beroende av mot-
stindets starlek.

Tjuvlyssna re
ser att sdndare och
mottagare valt
olika motstand,
men vet inte
vem som valt
vilket.
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Secret Key Generation and Exchange: Simplest Example for Totally Secure Classical
Communication

The idealized system defined by this circuit diagram is totally secure, conceptually/theoretically.

The foundation of this security is: The Second Law of Thermodynamics (out of Kirchhoff's laws).

Ucn (D), 1cn() B
®

q
4
L4 .
L 2 . \&:
L . \
L 2 .
4 .
2 .

[T

R, R,

u%a@ ?umm
Sus(?) Sus(f)
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The loop resistance can be evaluated in two different ways

Johnson-Nyquist formulas for this Kirchhoff loop:

R,R 4kT
R = Siri(f) =
A+ R R4+ Rp

(a) (b)

T

S, ru(f)=4kT

RARB

R, + R, Ryt Ry ln(0)
Sich(f)

Uen(® Up®+Us(t

S S s (NS5
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SECURE KEY GENERATION AND EXCHANGE BY VOLTAGE MEASUREMENTS

UCh(t)1 ICh(t)
S Si,ch

u,ch

R, R, R, R,

Upu(0) Unsa(®) Uge(®) Uie(t)
Sua(h) S on() S 1a() S 15()
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Eavesdropper's Passively Observed/Extracted Information:
Resistances but not their locations

Rl 2 =
’ 2Su,ch Si,ch
' UCh(t)’ ICh(t)
T T Su,ch Si,ch
R, R, R, R,

Upu(0) Una(®) Uge(®) Uie(t)
Sua(h) S oa() S 1a() S 15()
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Eavesdropper's Passively Observed/Extracted Information: Resistance values but not their locations.

Gaussian processes allow distribution functions up to the second order only. But the net power flow is zero because the
Johnson-Nyquist formula of thermal noise is based on the Fluctuation-Dissipation Theorem which satisfies the Second

Law of Thermodynamics.

Therefore the total security is related to the impossibility of constructing a perpetual motion machine.

<Uchlch> =0

UCh(t)1 ICh(t)
S Si,ch

u,ch

Ry R

UOBm(P (PUBm
Sus(f) Sus(f)
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Hacking into the Communicator: Active Eavesdropping

DI can be small stochastic (crosscorrelation between DU and DI')
or a large, short current pulse

Alice DI () DI/(1) Bob
g4
DU, ., (1)
v )DI,.(1)
RJ RO RO RJ

Us(t) Ups() Upr(t) U (1)
Su]S(f) SuOS(f) Su]R(f) Su]R(f)
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Uncovering the eavesdropper by:
Broadcasting the instantaneous current data and comparing them

THE EAVESDROPPER IS DISCOVERED WHILE EXTRACTING A SINGLE BIT OF INFORMATION.
The stochastic current method can extract zero bit, the large current pulse method can extract one bit.

BETTER THAN KNOWN QUANTUM COMMUNICATION SCHEMES BECAUSE NO STATISTICS IS NEEDED.

DI, (1) DI, (1) “Bob
—
DU, ., (1)
v )DI,.(7)
R, R, R, R,

Us(t) Ups() Upr(t) U (1)
Su]S(f) SuOS(f) Su]R(f) Su]R(f)
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The attack "below the belt": Man-In-The-Middle (MITM) attack

The original current-comparison naturally defends against it

Bob

2900

U,s(t) Upys(0) 'UOE(t) U, (1) Uy (1) U]E(t)l Upr(t) U, (1)
Su],S(f) SuO,S(f) 'SMOE(f) Squ(f) SuOE(f) Squ(ﬂ SuJ,R(f) Su],R(f)
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Let us suppose 7 bits resolution of the measurement (a pessimistic value), then P, =1/128, which is less

than 1% chance of staying hidden. On the other hand, F, is the probability that the eavesdropper can stay

hidden during the correlation time T of the noise, where T is roughly the inverse of the noise bandwidth.
Because the KLLJN cipher works with statistics made on noise, the actual clock period 7 is N >>1 times
longer than the correlation time of the noise used [1]. Thus, during the clock period, the probability of
staying hidden is:

_ pN
Plock _PO

C

Supposing a practical T =10t (see [1]) the probability at the other example P < 10" 20

This is the estimated probability that, in the given system the eavesdropper can extract a single bit without
getting discovered. The probability that she can stay hidden while extracting 2 bits is P <10" %' for 3 bits

itis P <10"%  etc. In conclusion, we can safely say that the eavesdropper is discovered immediately
before she can extract a single bit of information.

At 7 bit current comparison, the probability of staying hidden for a single
clock period is less than 10-2
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Kirchhoff-Law-Johnson-(like)-Noise (KLJN) secure key exchange.

The fully protected idealistic communicator. Protected against any passive or invasive attacks.
Measuring and comparing the instantaneous voltage and current values provides deterministic, zero-bit security
against any invasive attacks. Thus, naturally protected against the man-in-the-middle-attack, too.

SECURITY GUARANTEED BY CLASSICAL PHYSICS: THE SECOND LAW OF THERMODYNAMICS, KIRCHHOFF'S LAWS
AND THE ROBUSTNESS OF CLASSICAL INFORMATION

Public channel, broadcasting for comparing instantaneous local current (A) and voltage (V) data

Alice Vi’ Alpg(1) Al (1) ﬁf Bob
A A

R; Ro
Uss(®) Uos(t) Eve Ur(t) Usr(t)
Sus(f) Suos(f) Sur(f) Sur(f)
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R. Mingesz, Z. Gingl, L.B. Kish, Realization and Experimental Demonstration of the Kirchhoff-loop-Johnson(-like)-
Noise Communicator for up to 2000 km range; www.arxiv.org/abs/physics/0612153

KLIJN

Line
+ VN  Analog Analog AN :
DSP Unit [ Unit % Unit DSP Unit
Computer

The computer control parts of the communicator pair have been realized by ADSP-2181
type Digital Signal Processors (DSP) (Analog Devices).

The communication line current and voltage data were measured by (Analog Devices)
AD-7865 type AD converters with 14 bits resolution from which 12 bits were used. The
DA converters were (Analog Devices) AD-7836 type with 14 bits resolution. The
Johnson-like noise was digitally generated in the Gaussian Noise Generator unit where
digital and an alog filters truncated the bandwidth in order to satisfy the KLJN
preconditions of removing any s purious frequency components. The major bandwidth
setting is provided by an 8 -th order Butterworth filter with sampling frequency of 50
kHz. The remaining small digital quantization noise components are removed by analog
filters.

The experiments were carried out on a model-line, with assumed cable velocity of light
of 2*#10° m/s, with ranges up to 2000 km, which is far beyond the range of direct quantum
channels, or of any other direct communication method via optical fibers. The device has
bit rates of 0.1, 1, 10, and 100 bit/second for ranges 2000, 200, 20 and 2 km, respectively.

The wire diameters of the line model are selected so that they resulted in about 200 Ohm
internal resistance for all the different ranges. The corresponding copper wire diameters
are reasonable practical values for the different ranges are 21 mm (2000 km), 7 mm (200
km), 2.3 mm (20 km) and 0.7 mm (2 km). Inductance effects are negligible with the
selected resistance values, R, and R,, at the given ranges and the corresponding
bandwidths. If the wire is a free hanging one with a few meters separation from earth,
such as power lines, parasitic capacitances are not a problem up to 10% of the nominal
range. For longer ranges than that, either coaxial cables driven by the capacitor killer are
needed or the speed/bandwidth must be decreased accordingly.
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Noise keeps spooks out of the loop
23 May 2007

MewScientist.com news service

C. Jason Palmer

SPYIMG is big business, and avoiding being spied on an even bigger one. FE—
S imagine if someone came up with a simple, cheap way of encrypting =
messages that is almost impossible to hack into?

Armerican computer engneer Laszlo Kish at Texas AEM University in a Y ‘
College Station claims to have done just that. He says the thermal : | _:]j_
properties of a simple wire can be exploited to create a secure :

communications channel, one that ouiperforms guantum crypiography keys. Enlargs Imags

His cipher device, which he first propesed in 2005, explaits a property Noise Encryption
called thermal noise. Thermal noise is gensrated by the natural agitation of
electrons within a conductor, which happens S—
regardless of any woltage passad through it i
A ard Babramrweni e sequrely skang @ fiedliee by randosly chocadag mhich resptor oo se,

But it does change depending on the ¥ bth chees Bigh sestig, 3 gk lesod of i b produres on Lhe line. T bah dee kw reskio,
conducior's resisiance. e ek bl P loas I Bolh sBaafons MA romiig DT B0 B vl Howarisr, hal i lime L
and b mil choate dffesn! pmisdan, poducng o ivkerredisle lavel of sobie anthe ire, Waes

Kish and his collaborators at the UI'II'H'EFE-I'tjr of that kappeas, & bt ol ninmstion 6 s, & Eabenews Akce mest e chasen the other e Saifa his
Szeged in Hungary say this can be used fo
securely pass information, or an encryption
key, down amy wire, including a telephone
line or network cable. In their device, both
thie sender Alice and the recewer Bob have
an identical pair of resistors, one producing
high resistance, the other low resistance. The
higher the tofal resistance on the e, the
greater the thermal noise.

Baoth Alice amd Bob randomly choose which
resistor to use. A guarier of the time they will
both choose the high resistor, producing a kot
of noise on the Ene, while a quarter of the
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The prototypes of the two internet network elements, quantum and classical (enhanced Johnson) noise.
Pictures from 2006.

Quantum telecloning to 2 network Units, Fidelity = 60%, at Furusawa's Lab (Tokyo)
http://aph.t.u-tokyo.ac.jp/~furusawa/t_Lab_Setup.jpg Kirchhoff-Johnson network element tested

; Fidelity 99.98%

Texas A&M University, Department of Electrical and Computer Engineering




Up to 0% off seloct Father's Day gifts

Halle. Sign in e gel personalzed meommsndalions, Mew cuslomer? Slacl beos . Prasenind by DEWALT
Yaur A mErancom Tadmy's Deals | Gifts & Wish Lists | Gif Cards i Digital leers | “Your Account | Halp
Sheip Al Dapartmanis Saarch | Bocks B Gan Wish Lisg
A3 2anaogad Er oravaia Ham . Tha Mess York Libeoes @n Eargain
Boohs Saach Subjeris Fokases ool TirasE Bestalars aspanol Eooks Taribooks
5]
Betdigue KISH CYPHER [Paperback] 22 sandd B e freams 4550
Bt Tirsl 10 Pisiioy Thii e | [0}
Available from these sellers. Have ore to sell?
8 _miew from $51.98 3 used froem $72.55
Share
Kish Cypher
o L mgad

[reBE e -

o s s Some other people are making money of it :-)

SArE WO Ur DEn Cushamar |meges
Puph il Ti m n rch in hi
-

Tell the Publisher]

Dan't hinve & Kinde? Gt your
Kindle huare, or dommilosd & FREE

Eindle Regdng Sop,

Product Details
Paperback: 142 pages
Publishar; BETASCRIFT PUBLISHING
Language: English
ISBEN-10: 6132941045

Texas A&M University, Department of Electrical and Computer Engineering




The focus question:

Two contradictory statements:

1. It was said: secure communication requires "quantum" because quantum information is
very fragile and that fragility is essential for security.

2.  We will see that classical information can be even more secure because classical
information is extremely robust. Its security is superior to quantum security:

- Zero-bit eavesdropping security,

- Natural, zero-bit defense against the Man-in-the-Middle-Attack.

What is the outcome of these two contradictory claims?
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The focus question:

Secure communication needs stochastics

(the common factor in the quantum and classical secure communication methods).
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Noise-based logic:
The logic information is carried by noise (stochastic processes)

Motives

1. To reduce power dissipation and the related heat.
2. To achieve deterministic multi-valued logic.

3. To utilize superpositions and the logic hyperspace: 2N bits [2*(2”N) logic values] in a single
wire, like in a quantum computer.

4. Deterministic, multivalued brain logic with stochastic neural spikes.

5. Special-purpose large, parallel operations with low hardware/time complexity.
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Present and past collaborators to noise-

based logic (Alphabetical order of coathors).
Brown color: joint results in this talk.

Sergey Bezrukov (NIH): brain: information
processing/routing, circuitry, efficiency, etc.

Zoltan Gingl (Univ. of Szeged, Hungary): modeling for
circuit realization, etc.

Tamas Horvath (Frauenhofer for Computer Science, Bonn,
Germany): string verification

Sunil Khatri, (computer engineering faculty, TAMU):
hyperspace, squeezed instantaneous logic, etc

Ferdinand Peper ( Kobe Research Center, Japan):
squeezed and non-squeezed instantaneous logic, etc.

Swaminathan Sethuraman (former math. PhD student,
TAMU): "Achilles ankle operation™.
Khalyan Bollapalli (former computer engineering PhD

student, TAMU): sinusoidal version

Zoltan Bacskai (physics PhD student, Univ. of Szeged,

"noise-based logic is one of the most ambitious attempts..."

SANDY BRIDGE IN SBCS » QUAD CORE NETWORK PROCESSOR * DIGITAL CONTROL IN PSUS

Hungary): some useful comments

www.newelectronics.co.uk

newelectronics

The magazine for electronic design engineers 22 February 2011

Taking
advantage
of noise

Far from being the problem that
everyone believes, electrical
noise could be the way
forward for the
semiconductor industry

# -
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Our related ""non-repetition' papers in chronological order (brown: subject of this talk):

 L.B. Kish, "Thermal noise driven computing", Appl. Phys. Lett. 89 (2006) 144104;
http://arxiv.org/abs/physics/0607007

» L.B. Kish, "Noise-based logic: binary, multi-valued, or fuzzy, with optional superposition of logic states.",
Physics Letters A 373 (2009) 911-918; http://arxiv.org/abs/0808.3162

« L.B. Kish, S. Khatri, S. Sethuraman, "Noise-based logic hyperspace with the superposition of 2N states in
a single wire", Physics Letters A 373 (2009) 1928-1934, http://arxiv.org/abs/0901.3947

 S. Bezrukov, L.B. Kish, "Deterministic multivalued logic scheme for information processing and routing in
the brain”, Physics Letters A 373 (2009) 2338-2342, http://arxiv.org/abs/0902.2033

e K. Bollapalli, S. Khatri, L..B. Kish, "Low-Power VLSI Design using Superposition of Sinusoidal Supplies"
Austin Conference on Integrated Systems and Circuits (ACISC) 2009.

e L.B. Kish, S. Khatri, F. Peper, "Instantaneous noise-based logic", Fluctuation and Noise Letters 9 (2010
December) 323-330.

e Z.Gingl, S. Khatri, L.B. Kish, "Towards brain-inspired computing", Fluctuation and Noise Letters 9 (2010
December) 403-412.

e L.B. Kish, S. Khatri, T. Horvath, "Computation using Noise-based Logic: Efficient String Verification over
a Slow Communication Channel", European Journal of Physics B79 (2011 January) 85-90,
http://arxiv.org/abs/1005.1560

e F. Peper, L.B. Kish, "Instantaneous, non-squeezed, noise-based logic", Fluctuation and Noise Letters 10
(June 2011) 231-237.
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Generic noise-based logic outline

logic information logic information logic information
(noise) _ (noise) _ (noise)
| |  Logic Gate | > Logic Gate |t
reference signals reference signals
(noises) (noises)

Reference System
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To identify and manipulate (gates) of the logic states (stochastic processes):

 Correlators (includes multiplication and time average of zero-mean noises); Correlator-based

» Algebraic operations between stochastic processes (no time average);

> |nstantaneous

 Set-theoretical operations (coincidence based, no time average): brain logic
~/
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Types of noise-based logic envisioned so far:

Correlator-based noise-based logic

Boolean (universal) Multivalued

Instantaneous noise-based logic

Boolean (universal) Multivalued
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Correlator-based-noise-based logic:

Binary, multi-valued, or fuzzy, with optional superposition of logic states
L.B. Kish, Physics Letters A 373 (2009) 911-918, ( http://arxiv.org/abs/0808.3162 )

Noises: independent realizations of a stochastic process (electronic noise) with zero mean.

Examples: thermal noises of different resistors or current noises of different transistors: V, (1)
N-dimensional logic space with orthogonal logic base vectors:

(Vi) =6,

Generally, a logic state vector is the weighted superposition of logic base vectors:

2 2
a, +ay =1

(Binary H)

X()= Y a V(1)

For example, a binary logic base is:

(L)=1 (H1)=1 (H(OL(1)) = 0

Multidimensional logic hyperspace was also introduced by multiplying the base noises, see later.

Texas A&M University, Department of Electrical and Computer Engineering
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1. Can we use signals which is orthogonal on the crosstalk+noise?
2. Can we use N>1 signals which are orthogonal to each other, to make a multivalue logic?

If we use superposition of the vectors in a binary fashion (on/off) then an N-dimensional signal space would make a
logic scheme with K=2N logic values in a single wire. Orthogonal sinusoidal signals would do, however the smallest
possible signal is the noise in the information channel. Thus we explore the noise-based direction here.

Threshold

Cross-talk + Noise

A “ Texas A&M University, Department of Electrical and Computer Engineering



Basic structure of noise-based logic with continuum noises:

L.B. Kish, Physics Letters A 373 (2009) 911-918

Reference (base) noises Reference (base) noises

4P — | —

Input signal i ] ;
(noise) Input stage: |oci | Logic units |oc, | Output stage:

=

Correlators

DC (fast errors) Analog switches

Note: analog circuitry but digital accuracy due to the saturation operation represented by the switches!

Texas A&M University, Department of Electrical and Computer Engineering




The basic building elements of noise based-logic (out of the noise generators which can be simply resistors or transistors)
are the same as that of analog computers: linear amplifiers; analog multipliers; adders; linear filters,
especially time average units which are low-pass filters; analog switches; etc.

Note: analog circuitry but digital accuracy due to the saturation operation represented by the switches!

X, P Analog Multiplier

(Inputs) —p— Y =X, X,
Xz(t) ' X (Output)

Time average

X(0) »-DT_;_ Y = (X(v)), where 7=RC
R

(Input) (Output)
Analog switch, follower
X | . r —»—  If X>U,, then switch is closed
(Input) If X<U, then switch is open
vU, - O '

X ] . > —»—  If X>U,, then switch is open
(Input) If X<U, then switch is closed
UUs > ’
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Logic hyperspace by multiplying the base noises:

If i=k and H;, (1)=V;(1)V,(r) thenforall n=1.N, <Hi,k(f)Vn(f)> =0

The hyperspace can be grown further by multiplying hyperspace vectors made with
different base elements.

L.B. Kish, Physics Letters A 373 (2009) 911-918
L.B. Kish, S. Khari, S. Sethuraman, Physics Letters A 373 (2009) 1928-1934

2 2
a, +ay =1

(Binary H)

mmmm)> Multidimensional

2N-1 dimensions with N noises

with superpositions, N noise-bit represents 2N classical bits in a single wire

A “ Texas A&M University, Department of Electrical and Computer Engineering



+1

Random Telegraph Wave (RTW) taking +1 or -1

RTW2=1; RTW,*RTW, = RTW,

all orthogonal

Instantaneous logic; parallel operations in hyperspace

Single wire

I -

1,0,0)

0,1,0)

)
1)
L1)
)

0)

* 0xy/1
g V1 Vi

The first bit in 2N binary

numbers is inverted by an

O(N®) hardware complexity
class operation !

with 50% probability at the beginning of each clock period.

(RTW *RTW,)*RTW,=RTW,
(RTW *RTW,)*RTW =RTW,

Single wire

0)

0)

1.0)
0.1)

10)
0.1)

b

L1)

L1)




Note: orthogonality is only half of the picture; stochasticity is also essential for
special purpose operations with large parallelism and small complexity!

For example, in the application in the former page, a sinusoidal representation
would require and exponential time complexity to represent all the possible
states, while the stochastic version requires that only of we want to measure the
superposition.

Similar situation to quantum computing: those special-purpose operations fly,
which require large calculation in a classical computer but yields a small answer
(no superposition or small superposition), which is easy to analyze and output.
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4 Often a Poisson-like spike sequence.
— 1 / . / The relative frequency-error scales as the reciprocal of the
— n -

square-root of the number of spikes.

Supposing the maximal frequency, 100 Hz, of
spike trains, 1% error needs to count 104 spikes, which
Is 100 seconds of averaging!

Pianist playing with 10 Hz hit rate would have 30%
error in the rhythm at the point of brain control.

Parallel channels needed, at least 100 of them.
(Note: controlling the actual muscles is also a problem of
negative feedback but we need an accurate reference signal).

Let's do the naive math: similar number of neurons and transistors, but 30 million times slower
clock; plus a factor of 10* slowing down due to averaging needed by the stochastics.
The brain should perform about 300 billion times slower than a computer!
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S.M. Bezrukov, L.B. Kish, Physics Letters A 373 (2009) 2338-2342
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S.M. Bezrukov, L.B. Kish, Physics Letters A 373 (2009) 2338-2342
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Brain logic scheme and its signals. S.M. Bezrukov, L.B. Kish, Physics Letters A 373 (2009) 2338-2342

AL A A




Neural circuitry. The orthon building element and its symbol.

(Bezrukov, Kish, Physics Letters A 373 (2009) 2338-2342 )

» A(1)B(1)

A O

A

A BO_

————» A(1)B(1)

AQ—+/—’ AB =|L1)
\

L AB=10)

B(1)

Al I“l Texas A&M University, Department of Electrical and Computer Engineering



NN

, Coincidence detector utilizing the reference (basis vector) signals.
vv v Very fast. No statistics/correlations are needed.

S.M. Bezrukov, L.B. Kish, Physics Letters A 373 (2009) 2338-2342
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A similar characteristics has recently been observed indicating the importance of timing of single spikes.

TRENDS in Neurosciences Vol.28 No.1 January 2005

ELSEVIER

|Research Focus

Spike times make sense

Rufin VanRullen, Rudy Guyonneau and Simon J. Thorpe

Centre de Recherche Cerveau et Cognition, 133 Route de Narbonne, 31062 Toulouse Cedex, France

systematically influenced firs:
afferent types. First-spike tim
directional tuning curve, simil
with firing rates. However, fi
(FA-I and SA-I), the directio
first-spike latency did not co
with firing rates (derived
interval). Spike time and m
thus be used independently to
of a stimulus variable.

Many behavioral responses are completed too quickly
for the underlying sensory processes to rely on esti-
mation of neural firing rates over extended time
windows. Theoretically, first-spike times could underlie
such rapid responses, but direct evidence has been
lacking. Such evidence has now been uncovered in the
human somatosensory system. We discuss these find-
ings and their potential generalization to other sensory
modalities, and we consider some future challenges for
the neuroscientific community.

LETTER Communicated by Laurence Abbott

Neurons Tune to the Earliest Spikes Through STDP

Rudy Guyonneau

rudy.guyonneau@cerco.ups-tlse.fr

Centre de Recherche “Cerveau et Cognition,” Toulouse 31000, France, and Spikenet
Technology, Revel, France

Rufin VanRullen
Rufin.vanrullen@cerco.ups-tlse.fr
Centre de Recherche “Cerveau et Cognition,” Toulouse 31000, France

Simon J. Thorpe

Simon.Thorpe@cerco.ups-tlse.fr

Centre de Recherche “Cerveau et Cognition, Toulouse 31000, France, and Spikenet
Technelogy, Revel 31250, France

Neural Computation 17, 859-879 (2005) © 2005 Massachusetts Institute of Technology
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Conclusion:

*Fluctuation-enhanced sensing work but it is a rather empirical approach when the
sensors are not well defined regarding stochastics such as commercial sensors.

*The noise-based secure communication is feasible and provides higher security with
stronger robustness and much lower price than quantum communicators do.

*Noise-based logic and computing shows some interesting features but there are still a
lot of open questions to answer before we can see it it can beat quantum computing. (Of
course yet to see if quantum computers will ever be built or if they are feasible).

In any case, noise-based logic offers a deterministic multivalued logic system for the

brain.

END OF TALK
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